Viewing the bit stream with a hex editor

The physical encoding of ones and zeros on physical media may
be inspected in a number of ways. One of the most common ways
is using a program know as a hex editor. As its name implies, the
hex editor displays the bit stream in hexadecimal format rather
than ones and zeros. Long strings of ones and zeros can be very
difficult and tiresome to look at. The hex editor translates these
binary values into a base 16 number system. Every 8 bits (known
as a byte) of the stream is represented by two hexadecimal
characters. Instead of our familiar base 10 decimal system,
hexadecimal uses a base 16 system. This chart shows the hex

values for the first 16 values. Each single character is 4 bits long
(24 = 16).

Binary Decimal | Hexadecimal
0000 0 0
0001 1 1
0010 2 2
0011 3 \ 3
0100 4 | 4
0101 5 1 5
0110 B B
0111 7 7
1000 g 8
1001 g 9
1010 10 A
1011 11 £
1Moo | 12 | C
T 13 | D
1110 14 | e
1111 15 | F




Each 8 bit (byte) value is then represented as two hex characters.
The byte (8 bits) is an old convention dating back to the 1960s. It
was used as a way to represent text and numbers in a format
known as ASCII, which stands for American Standard Code for
Information Interchange. Standard ASCII uses only 7 of the 8 bits,
with the 8t bit used for non-standard characters. The chart below
shows the relationships between binary, decimal, hexadecimal,
and ASCII (ignore the octal).

Decimal Binary
0 00000000
1 00000001
2 00000010
3 00000011
4 00000100
5 Q0000101
] 00000110
7 Q0000111
8 00001000
9 00001001

10 00001010
1 00001011
12 00001100
13 00001101
14 00001110
15 00001111
16 00010000
17 00010001
18 00010010
18 00010011
20 00010100
2 Q0010101
22 00010110
23 00010111
24 00011000
25 Q0011001
26 00011010
27 00011011
28 00011100
29 00011101
30 00011110
3 00011111
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Octal

000
001
002
003
004
005
006
007
010
011
012
013
014
015
016
017
020
021
022
023
024
025
026
027
030
031
032
033
034
035
036
037

Hex

i3]
02

EIE&ER

88 %8

oD
oE
OF
10
11
12
13
14
15
16
17
18
19
1A
1B
1C
1D
1E
1F

ASCH

NUL
SOH
STX
ETX
EOT
ENQ
ACK
BEL
BS
HT
LF
VT
FF
CR
S0

RS
us

Dacimal

32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
&1
62
63

Decimal - Binary - Octal - Hex — ASCII
Conversion Chart

Binary Octal Hex  ASCI Decimal Binary Octal  Hex  ASCI Decimal Binary Octal Hex ASCI
00100000 040 20 sp 64 01000000 100 40 @ 96 01100000 140 60
00100001 041 21 ! 65 01000001 101 41 A a7 01100001 141 a1 a
00100010 042 22 66 01000010 102 42 B 98 01100010 142 &2 b
00100011 043 23 ¥ 67 01000011 103 43 C a9 01100011 143 63 ¢
00100100 044 24 & 68 01000100 104 44 D 100 01100100 144 64 d
00100101 045 25 % 69 01000101 105 45 E 101 01100101 145 65 e
00100110 046 268 & 70 01000110 106 46 F 102 01100110 146 668 f
00100111 047 27 : k| 01000111 107 47 G 103 01100111 147 67 g
00101000 050 28 ( 72 01001000 110 48 H 104 01101000 150 68 h
00101001 051 29 ) 73 01001001 111 48 | 105 01101001 151 69 i
00101010 052 28 ¢ 74 01001010 112 44 106 01101010 152 BA
00101011 053 2B 4+ 75 01001011 113 4B K 107 01101011 153 6Bk
00101100 054 ac 76 01001100 114 4C L 108 01101100 154 6 1
00101101 085 2D - 7 01001101 115 4D M 109 01101101 155 6D m
00101110 056 2E . 78 01001110 1168 4E N 110 01101110 156 6E n
00101111 057 2F 79 01001111 117 4F O 111 01101111 157 6F o
00110000 080 30 O 80 01010000 120 50 P 112 01110000 160 70 P
00110001 061 a1 1 81 01010001 124 51 Q 113 01110001 164 i q
00110010 062 32 2 82 01010010 122 52 R 114 01110010 162 72 r
00110011 063 33 3 83 01010011 123 53 8 115 01110011 163 73 s
00110100 064 M4 4 84 01010100 124 54 T 116 01110100 164 T4t
00110101 085 35 &5 85 01010101 125 55 U 117 01110101 165 75 u
00110110 0686 36 6 86 01010110 126 56 W 118 01110110 166 76 v
00110111 0867 v 7 87 01010111 127 57 w 119 01110111 167 woow
00111000 070 38 8 88 01011000 130 58 X 120 01111000 170 78 x
00111001 071 Bl 9 89 01011001 131 59 Y 121 01111001 171 ™|y
00111010 072 3A 20 01011010 132 54 2 122 of1111010 172 TA =z
opi11011 073 3B o1 01011011 133 5B | 123 of141011 173 7B |
00111100 074 e = L] 01011100 134 5C 1\ 124 01111100 174 |
op111101 075 3D = 23 01011101 135 5D ) 125 of111101 175 D}
00111110 076  3E = 04 01011110 138 SE 126 01111110 176 TE =~
00111111 077 3F ? a5 01011111 137 5F _ 127 01111111 177 TF DEL
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We can use a hex editor to view the bit stream of many type of
digital objects.

Create a small text file using a plain text editor like Notepad.
Type a sentence or two. Save the file.

ﬁ test.tut - Motepad

File Edit Format View Help
This is the original| sentence.

Using a plain text editor creates a file that is pure ASCII.

Next use a hex editor to open the file. There are many hex
editors out there, both online editors and downloadable stand
alone editors.

| like the onlinehexeditor at www.onlinehexeditor.com.

onlinehexeditor EX

files 26 91 B2 B3 B4 BS BE B7 85 89 9a 6b oc ed ee of

epa@gp@eele O 0 T TT TT TT 7T 7T T TT T T OTT OTT OTT O essassssanasaes

ee@eR@RE2E ~ T TC TT TT 7T TT 7T TT TT TT OTT T OTT OTTOTT O swssasaasaaasaes

BBEEREEEIR T T TT TT TT TT T TT TT ST T tmmo s ot ot e
ge@egp@eed4e - T TC TT TT TT TT T OTT OTT OTT OTT OTT OTT OTTOTT O smssasaasaaaraes

eR@eR@ResE T TC TT TT 7T TT 7T OTT OTT TT OTT OTT OTT OTTOTT O swsasaaaaasraan

e@@eREReEse T T TT TT TT 7T TT TT OTT OTTOTT T OTTOTT O smsaasaaaaasraan

PBP@ER@ERTE  C CC T TT TT TT T TT TT TT OTTOTT OTT OTTIOTT O seeeeeesseeseees

gBP@ge@eRse  ~ CC T TT 7T TT T TT TT TT T OTT OTT OTTIOTT O seeeeseseeeseees

ep@gp@eege - T TT TT TT 7T TT TT TT TT TS TS TS TS TT TT o ssssasssaaanasnes

epa@gp@eRad | T TT 7T 7T 7T 7T TT T T OTT OTT OTT O sesassssaaasnes

Open the text e T ITITIIIITINT
ee@ee@ReCceE T 0 T TT 7T TT T TT TT TT OTT OTT OTT OTTOTT O swssasaasaaasaan

eea@gp@gede ~~ T TC TT TT 7T TT 7T OTT OTT TT OTT OTT OTT OTTOTT O swseasaaeaaasaan

file you ge@eR@eRee T TT TT TT TT TT T TT TT TT TS TS TT T TT O ssssasssaaeasaans

gp@eeeeERfe -~ TC T TT 7T TT T TT TT OTT OTTOTT OTT OTTIOTT O sasaasssassaeaan

Created. eR@EREalee - T T TT TT 7T TT TT TT TT TT TT T TT mm T e

gp@ge@elle ~ CC TC TT TT TT 7T T TT TT OTT T OTT OTT OTTIOTT O seeeeeeseeeseees



onlinehexeditor E3

f||es 2@ 21 @2 B3 B4 B5 B6 BF @5 8% 93 @b ec ed e= of

GepEem-113 |54 68 62 73 20 69 73 20 74 63 65 20 6f 72 69 67 This is the orig

ePAERE-103 6% 6e 61 GC 20 73 65 Be 74 65 Ge B3 65 inal sentence

test ixt m & T
Hex codes j ASCII Text

You should see the hex codes representing the text in the file. On
the right is the hex editor’s ASCIl interpretation. You can verify the
ASCIl values and characters by looking at the table above.

Note the repeating hex value of 20 (decimal 32, binary 00100000).
This is the ASCII code for the space between words.

Now try modifying the original file, resaving it and opening it again
in the hex editor. You can now see the changes in the file.

Hex editors are used for a wide variety of tasks, particular by
programmers and security specialists.



